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~
You will prepare and submit a number of short papers assigned by the H

instructor. These auditing examples are an opportunity for you to analyze issues
drawn from the reading for the module. Your written analysis will be
approximately two to three pages in length. Assignments completed in a
narrative essay or composition format must follow APA guidelines. This course
students to use the citation and reference style established by the

n Psychological Association (APA), and students should follow the
guidelines set forth in Publication Manual of the American Psychological
Association (6th ed). (2010). Washington, D.C.- American Psychological
Association

Here is the background information on Tumer Assembly Group. This company assembles electronic circuit boards. The boards are
shipped to the company with all associated parts. The schematics and assembly instructions are uploaded from customers via a VPN
connection. Customers are assigned unique usernames and passwords for each job, and these usemames expire upon completion of the
job. Assembly workers build and test the electronic boards according to specifications provided by the customer. Then the completed
boards are shipped back to the customer.

Turner Assembly Group employs the following staff:

Human Resources: 4 staff members plus a receptionist.
Management: 8 employees handiing contracts, project management, legal, IT security adrmi

ing, the President, and office

g / Stock Room: 3 staff members
0 staff members, 5 of which are group leaders
Maintenance: 1 staff member

The company networkis as follows
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Nipping T Receiving 1 STock Room: 3 Stafl members
Assembly Area: 40 staff members, 5 of which are group leaders
Maintenance: 1 staff member

The company networkis as follows

Domain Controter
Application Servers

Human Resources. Assembly Floor Management Staff

Turer Assembly Group company network

nal network information:

+ Device details: Human Resources contains 6 computers and one printer, one WAP and one camera. Assembly floor contains &
computers (two i a break area Kiosk for employee Internet access, two printers, four cameras, two WAPs). Management staff
contains 8 computers, two printers, one WAP, one camera

« Human Resources, Assembly floor, and Management Staff are on separate VLANs
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nal network information:

Device details: Human Resources contains 6 computers and one printer, one WAP and one camera. Assembly floor contains 8
computers (two i a break area Kiosk for employee Internet access, two printers, four cameras, two WAPs). Management staff
contains 8 computers, two printers, one WAP, one camera

+ Human Resources, Assembly floor, and Management Staff are on separate VLANs

Firewall provides URL filtering (blacklisted URLS denied) and active IDS

All Internet browsing requests from internal LAN are proxied through the DMZ web server.

Full backup is performed on-site every Saturday. Differential backups on Tuesday and Thursday. Backup media is then removed to
an off-site location

Real-time backups of fle changes are encrypted and uploaded to an extemal storage provider (Carbonite)

« WAPs are protected by WPA2 encryption

Allfiles are stored on the NAS (Network-Attached Storage), including individual folders for staff files.

All computers are Windows 7 except the servers in the DMZ and internal LAN, which are Windows Server 2008,

No employees except IT administration have administrative access to their computers.

All computers run anti-virus software with current signatures and their software firewalls are enabled

Other information that may pertain:

The company does not accept or process credit card information so there is no need for PCI compliance.

The company does maintain personal health records for its employees. These records are stored in an encrypted format and

transmitted via VPN when necessary.

« The company has never undergone an IT audit. There have been no external or internal penetration tests. The IT administrator
does, however, run weekly vulnerability scans on all computers on the network.

« No security awareness training has been provided to any of the employees.

« Employees are allowed to use their own mobile devices on the company network

In your essay please respond to the following:

« How should the company go about planning for their first IT audit? Wha from the company should be included on the audit team?

« What kind of IT security policies should be in place? For example, AP, Disaster Recovery, Business Continuity?

« What should be included in the audit universe?

« Which of the 22 audit steps listed in your textbook can be addressed at this time with no additional information? What s needed to
be able to address missing audit steps?

« Can you imagine three different kinds of attacks or vulnerabiliies that the company, network, or computers may undergo?

See the Course Calendar for the due date.

Compose your work using a word processor (or other software as appropriate) and save it frequently to your computer. Be sure to check
your work and correct any spelling or grammatical errors before you upload it When you are ready to submit your work. click "Browse My
Computer” and find your file. Once you have located your file, click "Open” and, if successful, the file name wil appear under the Attached
files heading. Scroll to the bottom of the page and click "Submit.





